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ABSTRACT: This paper presents a secure remote monitoring system for industrial gas turbines. By adopting
remote monitoring techniques, not only can the human resources required for supervising the turbines around
the clock be reduced, but also the reliability in detecting faults with the turbine can be improved. In this work,
the proposed system supports the remote monitoring of the gas turbine status with an android-based smart phone.
Also the proposed system utilizes the well-known RSA algorithm with a 512-bit encryption to protect the
sensitive information of turbines from unauthorized access including hackers. The level of security is further
enhanced by prohibiting the users from saving the received turbine data on their devices. The performance of
the resulting system is evaluated with an experimental setup including a virtual data generator.
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I. INTRODUCTION

Power plants are the fundamental facility for producing electric energy which is very vital for many
people and industry. Hence, power plants require an extremely high level of stability and safety. The failure to
monitor the power plant may cause critical accidents resulting in massive economic and environmental losses,
such as the cases of the Chernobyl and Fukushima nuclear power plants [1]. In particular, since it is inevitable to
operate the power plant pauselessly, condition monitoring on the primary system, such as gas turbines, should
be carried out 24-hour a day in order to respond to any abnormal situation before it develops into a serious
secondary damage. However, condition monitoring relying on human resource is inefficient because not only it
requires huge cost, but also it may result in inaccurate monitoring due to lack of concentration and accumulated
fatigue.

This work presents a real-time remote monitoring system that allows system operators to monitor the
key state variables without having to reside in the power plant. Considering the fact that more than 83% of
people in the nation use smart mobile devices [2], the proposed system is developed using an Android-based
smart phone. The remote monitoring system can be vulnerable to cyber attacks because the data is transmitted to
the personal device through a wireless commercial network [3]. Researchers highlighted that the hacking attack
on the nuclear power plant would be dangerous when the internal operation data has been leaked [4]. In this
work, hence, the well-known RSA algorithm is applied to ensure the security of the remote monitoring system.
In general, the secure transmission with RSA algorithm requires a 1024-bit encryption. However, in this work, a
512-bit encryption is applied to ensure the real-time processing capability with a smart phone. The decreased
level of security due to 512-bit encryption is compensated by prohibiting the users from storing the turbine data
on their devices. A set of experiments are performed using a data generator to verify the performance and
effectiveness of the proposed remote monitoring system and security techniques.

I1. DESIGN OF REMOTE MONITORING SYSTEM

2.1 System overview

Most of smart phones in the market are based on either Android or 10S. According to the recent market
survey [5], the domestic market share of Android-based smart phones being used in the country accounts for
76.7%. Therefore, this work implements the remote monitoring system based on the Android operating system.

Fig.1 shows the configuration of the entire monitoring application using the JAVA socket
communication. Client devices transmit and receive the information about log-in, permission, and gas turbine
status with the socket server through the application. The MySQL database, which is primarily provided by the
Android operating system, performs the data management [6].
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Figure 1. Configuration of remote monitoring application.

2.2 Remote monitoring application

The remote monitoring application, in conjunction with the existing condition monitoring equipment
attached to the gas turbine, provides the functionality of client devices to access the gas turbine status
information. As shown in Fig. 2, the user interface of the application is made up with a main screen and a few
detailed screens. The main screen displays the system schematic and operational values for users to easily
identify the status of the gas turbine. The detailed screens are configured to display the operating values of each
subsystem in real time.

Figure 2. User interfaces for remote monitoring application.

2.3 Differential authorizing algorithm

Since the different level of authorities is granted to the users for data access, the server checks whether
the user’s identification (ID) is valid for logging-in and accessing the data. The differential authorization
function depending on the user’s grade is implemented using the algorithm described in Fig. 3. A different level
of authority is given to the user depending on his/her position, and accordingly a different user interface is
provided corresponding to the verified authority level.
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Figure 3. Differential authorizing algorithm.

2.4. Notification service based on GCM

The main function of the remote monitoring application is to alert the responsible system operators to
quickly identify a malfunction with the gas turbine. However, it is not possible that users are always paying
attention to the monitoring system and responding to the abnormal situation immediately. Therefore, it is
necessary to provide the users with alarm signals when abnormal situation is detected.

In this work, an alarm service based on the Google Cloud Message (GCM) [7] is realized and added
into the remote monitoring application for promptly notifying abnormal condition to the users. The procedure to
generate an alarm is shown in Fig. 4. The server that controls the GCM service detects abnormal situation in the
gas turbine facility. However, alarming messages can be duplicated if the push messages are transmitted
whenever abnormal data is generated. To deal with this problem, it is designed to generate push messages based
on the edge at which the data transits from normal to abnormal. In this work, it is set to determine an abnormal
situation when the value of critical status data exceeds 95% of the predefined threshold as shown in Fig. 5.

Abnormal data

Set the destination to
Checkdataname ¥ . . ..
recelve abnormal data
Transmit the message Create sending message
and destination to GCM |4 according to the
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Figure 4. Algorithm for generating push messages.
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Figure 5. Implemented function for abnormal status alarms.

I11. SECURITY OF REMOTE MONITORING SYSTEM
3.1. RSA algorithm

Since the remote monitoring system uses a personal smart device and wireless communications, it is
difficult to physically restrict the access from unauthorized persons. The most vulnerable aspect of the remote
monitoring system is the leakage of confidential information during the sending and receiving process. The
leakage of confidential data of gas turbine can lead to a serious social and economical damage.

In this work, to achieve the security of remote monitoring system, we exploit the existing RSA
algorithm with a 512-bit composite number for data encryption. According to the report [8], the data encrypted
using a 512-bit RSA composite humber was deciphered through the experimental attempt for five months with a
hundred of computers. Consequently, security experts now recommend the use of RSA composite number more
than 1024 bits. However, in the case of the remote monitoring system proposed in this paper, it is difficult to use
a 1024-bit RSA composite number due to the limit of real-time computing power with a smart phone.

To overcome this problem, the proposed system exploits a 512-bit RSA composite number for effective
real-time processing, while it prohibits the users from storing the received turbine data on their smart devices in
order to compensate for the reduced level of security with a low-bit RSA number. Hence, the smart device used
for remote monitoring can only display and print the data continuously, but dispose past data without storing on
it. This approach is based on the fact that a monitoring system requires a large amount of data obtained for a
period of time to accurately analyze the gas turbine status. The risk of large information leakage from
continuously deciphering the 512-bit encrypted data in real time is extremely low. By taking this approach, the
unauthorized access can only get part of data, from which meaningful information about the gas turbine cannot
be obtained.

3.2. Security coding algorithm

Considering the fact that Android applications are generally developed on the basis of JAVA
programming language, the security technique used in this work is also implemented in JAVA. The RSA
algorithm contains several functions that produce random prime numbers, perform modular arithmetic, and
generate a public key and a private key. The data to be transmitted is encrypted and decoded using these
functions. But, considering the computational power of a smart phone, the minimum operation in encryption and
decryption is realized. The device generates a public key and a private key to request data from the server, and
sends a data request message with the public key to the server. The server encrypts the data using the public key
and sends the encrypted data back to the requesting smart device. Then the smart device decodes the encrypted
data using the private key. The algorithm for implementing the security function is presented in Fig. 6 and Fig. 7.
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Figure 6. Flowchart of encryption algorithm for client.
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V. EXPERIMENTAL RESULTS

4.1. Verification of remote monitoring system

In order to verify the performance of the remote monitoring system presented in this paper, a data
generator based on JAVA is produced. Fig. 8 shows the test environment for verifying the remote monitoring
system. The data generator produces a series of random data and sends them to a personal smart device. The
generated data A, B,..., N are assumed to be the sensor data and the status data. It has been seen that appropriate
user interface could be displayed according to the different ID of the personal smart device. When the server
generated some abnormal data, the effectiveness of the remote monitoring system has been verified by
producing an appropriate notification with alarms.
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Figure 8. Concept for verifying remote monitoring system.

4.2. Verification of RSA security algorithm

The stability of the RSA algorithm has already been verified over decades [10][11]. Hence, this work
focuses on the verification of real-time processing with the RSA algorithm implemented in the remote condition
monitoring application. The update interval of the real-time status data is set to 0.25s to 1s, and the effect of
RSA algorithm on real-time data transmission is assessed by measuring the executing time of encryption and
decryption. The measured execute time for RSA algorithm is shown in Fig. 9. From the experimental results, the
mean time of encryption and decryption process is around 20ms. This result is short enough time which is equal
to 1/12 to 1/50 of the data update cycle, 0.25s to 1s. Therefore, the proposed security method seems suitable for
real-time data transmission of the remote monitoring system, even considering the response time for data
transmission time and application execution time.
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Figure 9. Measurement of processing time for encryption algorithm.

V. CONCLUSION

In this paper, a remote monitoring system that allows real-time monitoring on the state of industrial gas
turbines has been proposed. The proposed system was implemented using an Android-based smart phone and
wireless communications. Since the purpose of the remote monitoring system is to enable an external operator
immediately recognize the abnormal status in the gas turbine, an alarm service has been implemented using the
push message technique. Different user interfaces were provided according to the corresponding authority for
data access. In addition, the real-time security technique using the RSA algorithm has been applied to achieve
the secure operation of the remote monitoring system. Finally the performance and efficiency of the proposed
system have been verified through a set of experiments.
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